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AI leaders emphasize the need for planning, 
scalability and broad infrastructure upgrades
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Introduction 
Few organizations question AI’s potential to drive greater efficiency and enhance 
products and services. The challenge lies in translating that potential into impactful, 
scalable applications. Many companies remain stuck in pilot phases or have 
experienced disappointing results from their first wave of investments. A recent study 
by S&P Global Market Intelligence and Verizon Business offers a roadmap, drawn from 
insights gathered during interviews and peer discussions with AI leaders who have 
successfully scaled their initiatives. 

Key takeaways
As organizations progress on their AI journeys, they increasingly realize that 
IT infrastructure can become a bottleneck. Without proactive planning and 
modernization, AI projects often encounter delays, unexpected costs and 
disappointing outcomes. A reactive approach — one that fails to anticipate the needs 
of projects scaling from pilot to production, or that contemplates only minimum 
requirements rather than optimal performance — has derailed projects, even among 
experienced organizations. 

The chart below illustrates that while compute power is a well-acknowledged 
requirement, it represents only one aspect of the pressure created by AI workloads. 
Organizations must also address networking and security considerations from the 
outset to ensure projects stay on track and can deliver at scale. This proactive planning 
must account for the fact that AI strategies commonly evolve to extend across diverse 
environments. Failing to recognize and prepare for this complexity can result in 
expensive data transfers and heightened security risks.

AI leaders identify a broad set of infrastructure upgrades needed to 
support AI workloads

Q. Looking ahead over the next 12-24 months, what changes do you anticipate in your infrastructure that are being driven by 
existing or new AI/ML use cases?
Base: Executive discussion board participants (n=30).
Source: S&P Global Market Intelligence 451 Research AI at Scale study commissioned by Verizon. 
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https://www.verizon.com/business/resources/reports/ai-at-scale-best-practices.pdf
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A common trait among experienced AI adopters is a deep appreciation for the role of 
data, even in the era of large, pretrained generative models. A clear refrain from study 
participants was that the highest-impact AI applications are often data-intensive. 
Without careful attention to data availability, preparation, security and network 
performance, these projects are likely to fail. Accordingly, network architecture 
must be designed with AI in mind, emphasizing bandwidth, latency and availability. 
Techniques such as network segmentation can further enhance control and efficiency. 

Participants emphasized the importance of scalability throughout the study, as well 
as the benefit of starting small and scaling up. It was clear from these participants, 
however, that this topic is often misunderstood. It is not simply a case of moving to the 
cloud. While cloud infrastructure is important for adding flexibility, it is not suitable for 
every use case and comes with privacy, cost and lock-in challenges. A robust strategy 
for scalability should also include modular architectural designs, cross-functional 
collaboration and stronger infrastructure monitoring. 

The primary takeaway is that building resilient and scalable AI applications requires 
a thoughtful data strategy, integrated security planning and a clear understanding 
of workload demands, beyond simply increasing infrastructure investments. 
Organizations may be dedicating significant resources toward AI projects without 
adequate forethought, driven by both the scale of opportunity and a fear of 
competitive pressure. Organizations that can overcome these scaling hurdles may find 
themselves in a strong position to stand out, even in an environment where many are 
investing heavily in AI.  

Business implications 
Meaningful AI adoption requires strategic planning: Participants highly recommended 
starting small and scaling, but this only works when paired with clear direction and 
foresight. Many experienced organizations regret focusing solely on the immediate 
needs of pilots or small-scale projects without engaging in longer-term planning. This 
planning goes beyond infrastructure — although designing for architectural scalability 
and modularity is important — and extends to data management and integration 
requirements, process and governance changes, and cross-functional collaboration.

Network infrastructure must be AI-ready: For data-intensive AI projects, networks 
need to be designed for low latency, high bandwidth and high availability. Failure to 
anticipate these needs can lead to an abrupt — and expensive — realization when 
scaling AI initiatives. Techniques such as distributed storage, caching and dedicated 
subnets for AI hardware can optimize performance and prevent congestion. Proactive 
network planning ensures AI capabilities can scale without bottlenecks. For more 
information on this topic, please see Architecting AI at scale. 

Security is important at every stage of the AI life cycle: Security cannot be relegated 
to an afterthought in AI strategies; it must be a foundational element alongside broader 
AI governance. Security strategies need to be comprehensive and adaptive, with a clear 
intent to protect data and intellectual property across all the environments where AI 
workloads execute. As AI expands the attack surface, organizations should explore 
zero-trust frameworks and the integration of advanced tools for API security, enhanced 
authentication and real-time threat detection. For more information on this topic, 
please see Securing AI at scale. 

https://www.verizon.com/business/resources/reports/verizon-delivering-ai-at-scale-networking-insights.pdf
https://www.verizon.com/business/resources/reports/securing-ai-at-scale-lessons-industry-leaders.pdf
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AI delivery requires more than technical readiness: A resilient AI strategy that 
delivers scalable capabilities must also consider people and processes. Project teams 
must navigate diverse expectations and varied levels of AI understanding across the 
organization, which can be challenging with the widespread recognition of AI’s potential. 
Without proactive education and outreach, this enthusiasm could drive a range of 
ineffective initiatives, leading to poor project prioritization and greater infrastructure 
strain. In addition, particularly in areas such as data management, stakeholders outside 
of the core project team often play a crucial role in the success of AI projects, and 
changes to processes and governance practices can be required to ensure projects 
deliver value. 

Looking ahead 
As organizations transition from experimenting with generative AI to full-scale 
deployment, their needs are evolving rapidly. Initial investments often focused on broad, 
general-purpose use cases such as summarization. However, as AI project teams explore 
tailored applications — whether by incorporating deeper domain expertise or integrating 
third-party data — the need for a well-informed AI strategy grows. 

With ambitions expanding to support larger user bases, integrate diverse data sources, 
or tackle use cases involving latency or edge computing, AI strategies are becoming 
more complex. Advanced applications are frequently perceived as having a much greater 
impact potential. There is a clear distinction between a model that provides generic 
responses through a cloud service and an on-device model a field technician can use 
to address specific maintenance tasks. Aligning AI more closely with an organization’s 
operating environment can help automate complex, multistep workflows and deliver a 
competitive edge. 

Organizations with experience in AI are already recognizing this shift. As executives 
and technical teams plan investments, they recognize the value of a comprehensive 
AI strategy. They view a proactive approach that considers data, networking, security, 
processes, people, compute resources and tools as essential to overcoming the 
challenges that have hindered earlier initiatives.  

About Verizon Business

Verizon Business is all about helping organizations like yours succeed in today’s dynamic digital 
environment. We provide essential network solutions that support and enhance business operations and 
empower how millions of people live, work, and play every day. This research was commissioned to provide 
insights into the challenges of AI deployment, share peer experiences, and clarify the strategic choices 
facing IT leaders. Our aim is to offer a deeper understanding of these intricate dynamics, especially 
the critical importance of network and security infrastructure. We believe these insights can help your 
organization to scale AI confidently, maximize its potential, and consistently stay ahead in this rapidly 
evolving landscape. 



Delivering AI at scale | 5spglobal.com/451researchspglobal.com

Alex Johnston
Senior Research Analyst 
Alex Johnston is a senior research analyst on the 451 Research Data, AI & 
Analytics team at S&P Global Market Intelligence. He focuses on emerging 
technologies and how they can be applied in business contexts. Alex’s primary 
coverage areas are artificial intelligence, distributed ledger technology, event 
stream processing and data marketplaces. Alex’s recent areas of concentration 
include monitoring the emerging generative AI market, tracking the evolution in 
blockchain use cases and investigating real-time architectures.

About the author

About S&P Global Market Intelligence
At S&P Global Market Intelligence, we understand the importance of accurate, deep and insightful information. Our 
team of experts delivers unrivaled insights and leading data and technology solutions, partnering with customers to 
expand their perspective, operate with confidence, and make decisions with conviction.

S&P Global Market Intelligence is a division of S&P Global (NYSE: SPGI). S&P Global is the world’s foremost provider 
of credit ratings, benchmarks, analytics and workflow solutions in the global capital, commodity and automotive 
markets. With every one of our offerings, we help many of the world’s leading organizations navigate the economic 
landscape so they can plan for tomorrow, today. For more information, visit www.spglobal.com/marketintelligence.

http://www.spglobal.com/marketintelligence


spglobal.com/451research

Copyright © 2025 by S&P Global Market Intelligence, a division of S&P Global Inc. All rights reserved.

These materials have been prepared solely for information purposes based upon information generally available to the public and 
from sources believed to be reliable. No content (including index data, ratings, credit-related analyses and data, research, model, 
software or other application or output therefrom) or any part thereof (Content) may be modified, reverse engineered, reproduced 
or distributed in any form by any means, or stored in a database or retrieval system, without the prior written permission of S&P 
Global Market Intelligence or its affiliates (collectively S&P Global). The Content shall not be used for any unlawful or unauthorized 
purposes. S&P Global and any third-party providers (collectively S&P Global Parties) do not guarantee the accuracy, completeness, 
timeliness or availability of the Content. S&P Global Parties are not responsible for any errors or omissions, regardless of the cause, 
for the results obtained from the use of the Content. THE CONTENT IS PROVIDED ON “AS IS” BASIS. S&P GLOBAL PARTIES DISCLAIM 
ANY AND ALL EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, ANY WARRANTIES OF MERCHANTABILITY 
OR FITNESS FOR A PARTICULAR PURPOSE OR USE, FREEDOM FROM BUGS, SOFTWARE ERRORS OR DEFECTS, THAT THE 
CONTENT’S FUNCTIONING WILL BE UNINTERRUPTED OR THAT THE CONTENT WILL OPERATE WITH ANY SOFTWARE OR HARDWARE 
CONFIGURATION. In no event shall S&P Global Parties be liable to any party for any direct, indirect, incidental, exemplary, 
compensatory, punitive, special or consequential damages, costs, expenses, legal fees, or losses (including, without limitation, lost 
income or lost profits and opportunity costs or losses caused by negligence) in connection with any use of the Content even if 
advised of the possibility of such damages.

S&P Global Market Intelligence’s opinions, quotes and credit-related and other analyses are statements of opinion as of the 
date they are expressed and not statements of fact or recommendations to purchase, hold, or sell any securities or to make any 
investment decisions, and do not address the suitability of any security. S&P Global Market Intelligence may provide index data. 
Direct investment in an index is not possible. Exposure to an asset class represented by an index is available through investable 
instruments based on that index. S&P Global Market Intelligence assumes no obligation to update the Content following publication 
in any form or format. The Content should not be relied on and is not a substitute for the skill, judgment and experience of the user, 
its management, employees, advisors and/or clients when making investment and other business decisions. S&P Global keeps 
certain activities of its divisions separate from each other to preserve the independence and objectivity of their respective activities. 
As a result, certain divisions of S&P Global may have information that is not available to other S&P Global divisions. S&P Global has 
established policies and procedures to maintain the confidentiality of certain nonpublic information received in connection with 
each analytical process.

S&P Global may receive compensation for its ratings and certain analyses, normally from issuers or underwriters of securities or 
from obligors. S&P Global reserves the right to disseminate its opinions and analyses. S&P Global’s public ratings and analyses are 
made available on its websites, www.standardandpoors.com (free of charge) and www.ratingsdirect.com (subscription), and may be 
distributed through other means, including via S&P Global publications and third-party redistributors. Additional information about 
our ratings fees is available at www.standardandpoors.com/usratingsfees.

CONTACTS

Americas: +1 800 447 2273
Japan: +81 3 6262 1887
Asia-Pacific: +60 4 291 3600
Europe, Middle East, Africa: +44 (0) 134 432 8300

www.spglobal.com/marketintelligence
www.spglobal.com/en/enterprise/about/contact-us.html

http://www.standardandpoors.com
http://www.ratingsdirect.com
http://www.standardandpoors.com
http://www.spglobal.com/marketintelligence
http://www.spglobal.com/en/enterprise/about/contact-us.html

