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Directions for integrating IDM applications

Trusted Connection requires integration with an Identity Management System to identify users in your organization
and to apply security policies at organization, group or individual user basis. This document explains the steps
and information needed to integrate Trusted Connection with some popular IDM applications. Instructions include
IDMs that support both the Security Assertion Markup Language (SAML) and Lightweight directory access
Protocol (LDAP) autentication protocols. Click on the link to the IDM in the table to jump to the appropriate section
with details on how to integrate Trusted Connection for each of these IDMs. Note that for the most part Trusted
Connection will need to be manually integrated with the IDM.

Group creation

IDM product Supported protocol (Manual / Automated)
Microsoft EntralD SAML Manual

Okta SAML Manual

Okta SAML + LDAP Automated

Ping Identity SAML Manual

Windows AD/OpenLDAP LDAP Automated

Other* LDAP or SAML Manual or Automated

*Other Identity Providers may be applicable if SAML or LDAP are supported

Key point: Trusted Connection requires integration with an Identity Management system in order to recognize the
users in your organization and to assign Trusted Connection security policies to those users in your organization.

» Trusted Connection with SAML-only: Allows creation of Trusted Connection policies that apply to the organization
as a whole and policies that target specific User Groups that have been assigned to Trusted Connection in your
IDM. User Groups must be manually created within Trusted Connection to match the same User Groups in your IDM.

» Trusted Connection with LDAP: Allows creation of Trusted Connection policies that apply to the organization as
a whole and policies that target specific User Groups, as well as, specific individuals that have been assigned to
Trusted Connection in your IDM. Users Groups and Individuals are automatically synchronized between Trusted
Connection and your IDM.
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Microsoft EntralD integration for SAML authentication
The following screens go through the steps required to allow Trusted Connection to sync with Microsoft EntralD.

You will need to set up two browser windows. One into your Microsoft Admin admin center and the second into
the Verizon Trusted Connection portal. Perform the following steps from within the Microsoft Entra admin center

Step 1: Go to Enterprise applications in the Microsoft Entra admin center, then click on “Create your own
application”.

Microsoft Entra admin center O Search resources, senvices, and docs (G+/) - o Copil
Home > Enterprise applications | Al applications
f Home %
Browse Microsoft Entra Gallery
o What's new
[ ODiagnose & sobve protlems { Create your cwn application 57 Got feediback?
tra App Gallery is 3 eatabog of thousands of apps that make it easy te deploy and eonfigure single tign-on (S50) and automated uier provisioning. Wihen depleying an app from the App
“ Favorites W n their apps. Browse or create your own application here. If you are wanting sh an applcation you have developed into the Microsoft Entra Gallery for other organizations 1o discon
t
D identity ~ Search application Single Sign-on : All User Account Management : All Categories : All
@ Overview
Cloud platforms
B Usen v
Amazon Web Services (AWS) Google Cloud Platform Oracle SAL
M Groups b4
Ey  Devices W a S
|g Appiications ~ U U h= i ‘
£ Protection R Google Cloud
B identity Governance o
El  External identities v
On-premises applications
Shaw maore
Add an on-premises application Learn about Application Proxy On-premises application provisioni
& Protection v Configure Microsoft Entra appiication proy to enable secure remote eam how o use roy 10 provide secure remote Automate creating nd deleting us
i 0 your on-prem on
4 identity Governance 2
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Step 2: Name your new application as Verizon Trusted Connection. The application is not in the Entra ID gallery at
this time. Click the radio button for Integrate any other application you don’t find in the gallery and select “Create”.

Create your own application

27 Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Verizon Trusted Ccmnectionl

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application

O Register an application to integrate with Microsoft Entra ID (App you're developing)

| @ Integrate any other application you don't find in the gallery (Non-gallery)

X

Step 3: Then choose “Single sign-on” from the left side of the Application dashboard and select the SAML tile.

B <&

*

& 5 2 » 0 ¢

Home
What's new

Diagnose & solve problems

Favorites

Identity
Overview
Users
Groups
Devices

Applications

| enterprise appiications

&

App registrations

Protection

Identity Governance

External Identities

* Show more

Home > Browse Microsoft Entra Gallery > Verizon Trusted Connection

) Verizon Trusted Connection | Single sign-on

Enterprise Application

«

B overview
Deployment Plan

X Diagnose and solve problems

Manage
il Properties

& Owners

&, Roles and administrators

2 Users and groups

2 Single sign-on

® Provisioning
£ Application proxy
© Self-service

Custom security attributes

Security
@& Conditional Access
2 Permissions

© Token encryption

Single sign-on (SSO) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that

credential is used for all the other applications they need access to.

Select a single sign-on method

N

&

Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

Password-based
Password storage and replay using a
web browser extension or mobile app.

Help me decide

&

SAML
Rich and secure authentication to

applications using the SAML (Security
Assertion Markup Language) protocol.

Linked
Link to an application in My Apps

and/or Office 365 application launcher.




Step 4: Click on “Edit” within the Basic SAML Configuration section.

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Test Connection

Test Connection | SAML-based Sign-on

Enterprise Application

« T Upload metadatafile ) Change single sign-on mode “= Test this application 27 Got feedback?
£ Overview
Deployment Plan Set up Single Sign-On with SAML

X Diagnose and solve problems . . . . ) . . . .
An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

M implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn

anage

more.

m .
it Properties Read the configuration guide o' for help integrating Test Connection.
A& Owners o

Basic SAML Configuration .
ai. Roles and administrators 9 & Edit
28 Users and groups Identifier (Entity ID) Required

Reply URL (Assertion Consumer Service URL)  Required
2 Single sign-on Sign on URL Optional

L Relay State (Optional) Optional

@ Provisioning Logout Url (Optional) Optional

* Application proxy

For the next step, you will need to open a browser for Trusted Connection at
trustedconnection.verizon.com.

Step 5: Navigated to Set up user identity from the setup wizard or the Trusted Connection
menu system as shown below:

Accessing user identity via the set up wizard

: Let’s set up your account!

Please follow these steps to finish your initial setup.

Let’s add the user(s)

your proce:

Set up user identity

By authenticating via LDAP or
SAML authentication type

Authenticationmethod Identity type Define settings
| Authenticationtype - SAML

() LDAP ®

activedirectory

| identity type - Entra D

© oktae
Software
organization's data. 'securely manages and protects digital
View setup Instructions identities.

O [WPingldentity. ©

O others ©
Adatabase and set of services thatruns on
Microsoft

® ) Microsoft ¢

EntralD

‘and multi-cloud environments, using an
identity and access management solution.

Accessing user identity via the main menu

Guidelines
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Step 6: You will now copy information from the Trusted Connection browser into your Entra ID application setup.
Keep the Entra Basic SAML Configuration tab open. Perform the following steps:

1. Use the “Add Identifier” link to create a blank Identifier (Entity ID) field. Copy the Trusted Connection Service

Provider Entity ID field to the Entra Identifier (Entity ID) field .

2. Use the “Add reply URL” link to create three blank Reply URL fields. Copy the Trusted Connection Regional
ACS URL and paste into two places, the Entra Sign-on URL and the first Reply URL (Assertion Consumer

Service URL) field.

3. Copy the two Trusted Connection Gateway ACS URLs and paste into the second and third Reply URL

(Assertion Consumer Service URL) fields
Then click “Save” in Entry ID.

Basic SAML Configuration X
LDAP (D

Extract users and groups from corporate
active directory

A7 Got feedback?

Identifier (Entity ID) * ©
The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

| identity type- EntraID

Software protocol allows users to locate
organization's data.
View setup instructions

Default

Add dentifier

Reply URL (Assertion Consumer Service URL) * ¢ ® Q Memn
The reply URL is where the application expects to receive the authentication token. This s also referred to as the “Assertion Eiol
Secures and manages identities for hybrid

Consumer Service” (ACS) in SAML
and multi-cloud environments, using an

Index  Default identity and access management solution.
httpsy//RVDLILBD-VR-PNF. ] G
DQ-VR- v 0 efiie settings (EntraTD;
_ = 2 e — Region ACS URL

> [lPingldentity. ®

@ samL

Extract users and groups using SAML
service provider

Identity and access management software
securely manages and protects digital
identities.

Others (i)
Adatabase and set of services that runs on
Microsoft Windows server

'Add reply URL

O

Sign on URL (Optional) Gateway ACS URL

Sign on URL is used if you would ke to perform service provider-initiated single sign-on. This value is the sign-in page URL

for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on. LA Rl

https://RVDLILBD-VR-PNF.

O
0

[eteron v |

Relay State (Optional) ©

Service provider entity ID

O

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state
Single Sign-onURL * @

Logout Url (Optional)
This URL s used to send the SAML logout response back to the application.

Identity provider entity ID * ©

Step 7: Once the previous step is saved, you’ll be back to the Set-up Single sign-on with
SAML screen in the Entra portal. Click “Edit” on Attributes & Claims to add group claim.

9 Attributes & Claims

givenname user.givenname
surname user.surname
emailaddress user.mail

name user.userprincipalname

Unique User Identifier user.userprincipalname

& Edit




Step 8: Add a group claim as shown in the configuration below and then click “Save”.

Attributes & Claim:
T —— Columns | A7 Got feedback?
Required claim
Claim name. Type Value
Unique User Identifier (Name D) SAML user userprincipalname
Additional claims
Claim name Type Value
http.//schemas xmisoap.org ws/2005/05 /identity/claims/emailadd... SAML user.mail
it fschemas smisoap.org s/2005/05 identityfclaims/givenname  SAML
http/fschemas xmisoap.org/ws/2005/05 identity/claims/name SAML user userprincipainame
httpy//schemas xmisoap.org/ws/2005/05 /identity/claims/sumame  SAML usersumame
Advanced settings

Group Claim:

Which groups associated with the user should be returned in the claim?
Nane

Al groups

curity groups

Directory roles

Groups assigned to the app

atuibute ©

5o
Cloud-only group display names

Emit group name for cloud-only groups

Advanced options

Step 9: From your Entra tab, navigate to the SAML Certificate section. Download the
Certificate (Base64) and upload it to the Identity Provider certificate field in the Trusted
Connection Portal by clicking “+Add new”. From the Set up Verizon Trusted Connection
section (the name is based on what you entered) copy the Login URL and Microsoft Entity
Identifier URLs to the Trusted Connection Single Sign-on URL and Identity provider entity

ID fields as shown.

Important note

Remove the last “/” when pasting the Microsoft Entra Identifier onto the “Identity

Provider EntitylD” section of the portal.

@ Copilot

[ e L Al © search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Test Connection

L
Test Connection | SAML-based Sign-on X
¥ Enterprise Application
(] 7 Upload metadata file ) Change single sign-on mode = Test this application
Overview emataaaress usermai
name user.userprincipalname
* Deployment Plan Unique User Identifier user.userprincipalname
K Diagnose and solve problems groups usergroups
'3
Manage o
SAML Certificates
D 11} Properties
R & Owners Token signing certificate 2 &t
Status. Active
&, Roles and administrators Thumbprint D5C28C4D335CFBAI6DA685EI09F7D0206
i #06BC6S
& Users and groups Expiration 25/11/2027, 15:43:16
2 Notification Email safe_tm_local@vztax.onmicrosoft.com
2 Ssingle sign-on
App Federation Metadata Url https://login.microsoftonline.com/Z
@ Provisioning Certificate (Base64) Download
Applicati Certificate (Raw) Download
a8 \pplication praxy Federation Metadata XML Download
® C  Self-service
Verificati rificate tional)
i erification certificates (optional) 2 kit
i Required No
Security Active 0
Expired 0

% Permissions
< o . up Test Connection
© Token encryption
You'll need to configure the application to link with Microsoft Entra ID.

Activity Login URL | httpsi//iogin.microsoftonline.com/7... [
D signinlogs Microsoft Entra Identifier [ hitpsy/sts windows net/7a@265eb-e... B
=
" i Usage &insights Logout URL [ https://ioginmicrosoftonline.com/z...
Audit logs
- ] 9
&
& Provisioning logs 0 .. single sign-on with Test Connection
@ = Access reviews
Test to see if single sign-on is working. Users will need to be added to Users and
groups before they can sign in
Troubleshooting + Support
. Test

& New support request

verizon Company:851578 @ @ €
| Define settings (EntraID)
Region ACS URL.

https://us-region1. gil

Service provider entity ID

https: gion1. izon.
Gateway ACS URL
JWADQ-VR-PNF.

https://RVDLILBD-VR-PNF.

Single Sign-on URE
Identity provider entity ID * ©
>m/indentity-provider-entl
Identity provider certificate * ©
( ;Aﬂdm \\
v w
e s

Groupattribute @

group-attribute

LDAP Interface
Only select if your identity provider supports it

) Yes @ No
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Step 10: Go back to the Attributes and Claims section from Step 7. Copy the user.groups claim
name and paste it in the Trusted Connection portal’s Group attribute field as shown below.

You can now click “Save” on the Trusted Connection Identity Provider tab.

Attributes & Claims

Feguend clam
Clie. e Ty et
= b curbm Yamn D Akl R
vickdrian wlcmrs
Cli: Trst Yt
Hipivhrmn P --u-'.ﬂhrla-r.-ur.'\u:l:l_'l'\-' v omes | dppie e
~,
U VTR v i DD Lo ] A, ey wie
1 B g DD e AT SAAL \-\{:_'.r =5
I e v R el L e an e ST
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o b L e g T AT an T -
ey uEya - are [ -
JSearcHE G \\"k\

A [ & I

L] Bl o] stead ity yredndati
Loy LS LML
b Fon Y REMUWADCHVR-PAF sy R i oy L alard’

DR YA TLILDYA PHF S8 DR § S 108 DR Dol D i i

NG Srnor s

iy pacssicier miiy I 0L

feriy panssiclsr porfcas
kil

o Wk =
T

Pl e e iorogal coa e ST

LOAR s
Oinly et o pows idesSly Erosider napporic i
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Step 11: Now, Add your user groups to the newly created Verizon Trusted Connection application

Step 11a: Go to Users and groups in the app dashboard and click on “+ Add user/group”

Home

%

£ Overview

Deployment Plan

{11 Properties

> Enterprise applications | All applications > Browse Microsoft Entra Gallery > Test Connection

9s Test Connection | Users and groups

Enterprise Application

« —+ Add user/group

#{ Diagnose and solve problems

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
Manage

‘ A First 200 shown, search all users & group; Display name

&a Owners

Display name

4. Roles and administrators

&8 Us

ers and groups No application assignments found

2 Single sign-on

@ The application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this.

() Refresh €33 Manage view o

Object type

Guidelines



Step 11b: Click on “None Selected”, Search for the desired group and then click on “Select”.

Home > Verizon Trusted Connection

ﬁ Home
Verizon Trusted Connection | Users and groups - X
'1 What's new Enterprise Application
[ Diagnose & solve problems « —+ Add user/group | &7 Editassignment [i] Remove assignment @ U edential
# Overview
Y Favorites ~ Deployment Plan (@ The application will appear for assigned users within My Apps. Set ‘visible to users? to no in properties to
prevent this.
X Diagnose and solve problems
©  Identity AN ) o ; i
Manage Assign users and groups to app-roles for your application here. To create new app-roles for this application, use
. the application registration
@ overview il Properties
9\ u N 45 Owners I £ First 200 shown, search all users & groups
sers
ais Roles and administrators z
A8 Groups A4 Object
& Users and groups |
& Devices 7 D Single sign-on No application assignments found
IES Applications v @ Provisioning
B Protection s B Application proxy
€ Self-service
@ Identity Governance Y
Custom security attributes
H 1] ” H H 1] ]
Step 11b: Click on “None Selected”, Search for the desired group and then click on “Select”.
Home > Verizon Trusted Connection | Users and groups >
.
Add Assignment
Verizon
- Users and groups x
Users and groups What's new
one Selected |:> R e e @ Try changing or adding filters if you don't see what you're looking for.
€elect a role Search
*  Favorites N Io)
7 results found
9 Identity ~ Al Users  Groups
@ Overview
2 Name Type Email
Users v
[j @ Finance Group finance@Verizon327.onmicrosoft.com
2 Groups ~ d
B Devices v J & Finance Group
|68 avpications A O & Marketing Group Marketing @Verizon327 onmicrosoft.com
B Protection ~
O e Marketing Group
8} 1dentity Govemance ~ ﬁ
g8 External Identities v
Show more Selected (0)
“) Reset
£ Protection ~
Mo items selected
(& Identity Governance ~
£ Leamn& support ~

10
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Step 12: Once all the above steps have been completed, go back to the Trusted Connection Setup

Wizard to complete the onboarding process.

Finally, you must create User Groups in Trusted Connection that match the identical User Groups
in Entra ID. Navigate the Management > Users on the left side of the screen. Select “User Groups”

and press the “(+) Add new group” button to add your groups, one at a time.

business

) e User groups

e

= verizon Company: 8806816 @ (3 m

®

= e

Add new user group

Foup rare

[ wareung ]

l Marketing team

Cancel

1
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Okta Integration for SAML Authentication

The following steps demonstrate how to integrateTrusted Connection with Okta, for SAML authentication.
Instructions on how to integrate with the OKTA LDAP interface are located in the next section.

You will need to set up two browser windows. One into your Okta Single Sign-On Dashboard and the second
into the Verizon Trusted Connection portal. Perform the following steps from within the Okta Dashboard.

Step 1: Login to the Okta Dashboard, then click on the Applications menu on the left side of the page,
select “Create App Integration”.

Dashboard v
Diractory . Applications
Customizations v Create App Integration Browse App Catalog [
Applications ~
o Search

Applications

Self Service STATUS @

API Service Integrations ACTIVE 14

) INACTIVE 2 '@
Integration Network

12
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Step 2: On the Create a new app integration screen, select SAML 2.0 and then click “Next”.

X
Create a new app integration

Sign-in method 0OIDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

Learn More (2

© saML20
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.

Step 3: In the box next to App name, enter the App name (as Verizon Trusted Connection)
and then click “Next”.

#;Create SAML Integration

o General Settings Configure SAML Feedback

1 General Settings

App name l |Verizon Trusted Connection |

App logo (optional) @

App visibility Do not display application icon to users

13
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For the next step, you will need to open a browser for Trusted Connection at
trustedconnection.verizon.com.

Step 4: Navigated to Set up user identity from the setup wizard or the Trusted Connection
menu system as shown below:

Accessing user identity via the set up wizard

: Let’s set up your account!
Please follow these steps to finish your initial setup.

Let’s add the user(s)

your proce:

Setup user identity

By authenticating via LDAP or
SAML authentication type

Authenticationmethod Identity type Define settings
| Authentication type - SAML.

) LDAP ©

activedirectory

I identity type - EntraiD

© oktae
Software
‘organization's data. 'securely manages and protects digital
View setup Instructions identities.

O MPingldentity. ©

Microsoft
Entra D
‘Secures and manages identities for hybrid
‘and multi-cloud environments, using an
identity and access management solution

O others ®
Adatabase and set of services that runs on
Microsoft Windows server

Accessing user identity via the main menu

Step 5: Copy the SSO URL and Entity ID from the Trusted Connection browser tab into the
Okta browser tab as shown below.

© configure samL | Authenticationtype - SAML -
() LDAP @ @® samL ©

Extract users and groups from corporate Extractusers and groups using SAML
active directory servioe provider

A SAML Settings

General | identitytype - Okta -

Single sign-on URL @ ® oktae O [lPingldentity. @

° Use this for Recipien[ URL and Destination URL Software protocol allows users to locate Identity and access management software

organization's data securelymanages and prolects digital
View getup Instructions identities.

Audience URI (SP Entity ID) @ J

Microsoft
o (0] .| Others
Default RelayState @ \ = ) EntraID » ®

Secures and manages identities for hybrid Atk S wit of sar om el L O

Microsoft Windows server
If no value is set, a blank RelayState is sent and multi-cloud environments, using an
identity and access management solution.

Name ID format @

Unspecified A

| Define settings (Okta) —
Application username @ s usaniana .

ACSUr
Update application usermame on Craaie andupdate = ps:/t i i gi .- |_|:|

Service provider entity ID

Show Advanced Settings ps://L i i |_|:|
Entry ID browser tab Trusted Connection browser tab

After adding the urls in Okta, keep everything else as default.

14



Step 6: In order to release the group names in the Okta SAML assertion to Trusted

Connection, you will need to create a g

roup attribute statement in Okta and assign that

same attribute in Trusted Connection. Scroll down within the open Okta screen and
Trusted Connection screen to assign the groupname attribute to both.

Optionally, Okta gives you the ability to

filter which groups are shared with Trusted

Connection. For example you could create unique security user groups that only contain

the string “TrustedConnection”

Note - Skip this step if you are using Okta LDAP.

Attribute Statements (optional) LEARN MORE

Name Name format Value

(cptional)

Unspecified

Add Another

Group Attribute Statements (optional)

Name Narme format

L ———————]
——

Add Another

Identity provider certificate * [0}

e

Groupattribute ©®

groupname

Step 7: Set the following items to their
This creates an app integration in Okta

3  Help Okta Support understand how yo

default values and click on finish.

u configured this application

Are you a customer or partner?

© I'm an Okta customer adding an internal app

I'm a software vendor. I'd like to integrate my app with
Okta

The optional questions below assist Okta Support in understanding your app

integration.

App type @

Previous

@ Thisis an internal app that we have created

15
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Step 8: From within Okta, assign the user groups that require Trusted Connection support
to be assigned to the new application.

Go to Assignments > Assign > Assign to Groups and select the desired group.

General Sign On Import Assignments

l Assign v ‘ Convert assignments v Search... People v
. Assign to People

Fll g p Type

p{ Assign to Groups

Groups 01101110

N1 107777

Step 9: Go to “Sign On” and click on "More details”.

General Sign On Import Assignments

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3" party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

Metadata details

Metadata URL https://vzsafe-
poc.oktapreview.com/app/exkioefobwZWKOKNt1d7/ss

o/saml/metadata

E& Copy

© More details

16
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Step 8a: Copy and paste the “Sign On URL” and “Issuer” URL from Okta to the corresponding

Trusted Connection fields, as shown.

Step 8b: Download the certificate by pressing the Okta “Download” button as shown.
When saving the certificate, change the file extension format from .cert to .cer (as .cert is
not acceptable in Trusted Connection). From within the Trusted Connection tab upload the
certificate and add it to in the “Identity provider certificate” field by clicking on “+Add new”.

Then “Save” the configuration in the Trusted Connection.

General | SignOn | Import  Assignments

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3 party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

Metadata detalls
Metadata URL https://trial-
9254673 0kta.com/app/exkixxnvmiuPiPyUu697/ssofs
aml/metadata
& Copy
© Hide details
Sign on URL https://trial-8254673.0kta.com/app/trial-
9254673 _vztrustedcor it mi2- wmiuPi
PyUu697/ssofsaml
Sign out URL https://trial-9254673.0kta.com
& Copy
Issuer http://www.okta.comjexixxnvmiuPiPyUug97

& Download | £ Copy
Okta Browser Tab

Signing Certificate

verizon

SIS aceess managemant soluton

| Define settings (Entra ID)

Region ACSURL

Company:8806815 &  {

https://us-r

Gateway ACSURL

hitps://ATLCGABX-VR-PNF.

hittps://LSANCAKV-VR-PNF-:

O

Service provider entity ID

https:/fus-r

Single Sign-onURL* @

provider.

(]

O

Identity provider entityID * ©

Identity provider certificate * @

Groupattribute ©

LDAP Interface

Yes (@ No

17

Only select if your identity provider sysfo

Trusted Connection Browser Tab
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Step 9: Once all the above steps have been completed, go back to the Trusted connection
portal to complete the onboarding process.

Finally, you must create User Groups in Trusted Connection that match the identical User
Groups in Entra ID. Navigate the Management > Users on the left side of the screen. Select
“User Groups” and press the “(+) Add new group” button to add your groups, one at a time.

= verizon Company:8806815 @ ¥ # @

business

User groups

Croee | @) [Goe)

Add new user group

Foop T

I Marketing I

l Marketing team

Cancel
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Okta LDAP interface configuration

The following screens go through the steps required to allow Trusted Connection to sync
with Okta, specifically the LDAP Interface configuration. Instructions on how to integrate with
OKTA SAML Authentication are outlined in the previous section.

Step 1: First log into the OTKA dashboard to enable the LDAP interface of your Okta tenant
by choosing Directory in the Menu on the left side of the screen. Then click on “Directory
Integrations”, then click on “Add LDAP Interface”.

$¢ okta

Dashboard

Directory

Paople

Groups

Devices

Profile Editor

Directory Integrations

Profile Sources

Customizations

Applications

Directory Integrations

P Add Directory »

Active - 0 Inactive - 0

No directones added

Add a directory to integrate your Acthve Directory or LDAP domain
with Okta

Add Active Directory Add LDAP Directory Add LDAP Interface

Step 2: The LDAP Interface is then enabled and will display the Host, Bind DN and Base DN

values as shown below.

Note

The values shown below are samples only. The actual attributes values will be different

for each Okta instance.

Dashboard

Dirgctory

Peopls

Groups

Devices

Prodie Editor

Directory Integrations

Profie Scurces

Custemizations

Applications

Saciity

Workfiow

LDAP Interface

Active v

% LDAP

Settings Edit
Gasnral

Host

Bort and protecsl Port 636 - S50 (rcommandad), Port 388 - SI8TLS

Baze ON

Usaers

User base DM

Canfiguration OkLa groups
Apg groups
DkEs Groups and Spp groups
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Step 3: Create a service account user for Bind authentication with minimum read-only
administrator privileges.

For example: The user shown was created with the name “Testconnection” and assigned
read-only admin privileges. Any name for this user is acceptable, but it is recommended
that it be a name that will help the administrator remember what it is for in the future.

Step 3a: After the user has been created, the next step is to assign them the correct
privileges to allow the proper authentication processes to work. Follow the Dropdown
Menu on the left side of the screen and click on Security, then Administrators. Once in the
Administrator Overview screen, Click on the “Add administrator” button.

Administrators ® ter

General

. Overview Roles Resources Admins
Healthinsight

Authenticators

Authentication Polcies Welcome to the updated administrators page!

Global Session Policy

Profile Enroliment Customize administrative control in your Okta org using role assignments. You can mix and match the following

components for improved efficiency and reusability:
Identity Providers

Resource sets are Roles are the Admins can be
Delegated Authentication oo collections of permissions that 0 individual users or
(o]m] resources that @ your admin has - Eﬁ‘? groups that get
Networks your admin's roles can be a standard this role
are constrained to Okta role or your
Device Assurance own custom role

Policies
See Custom admin roles [ for more details.

Device Integrations

Administrators Q_ Search by user, group or app Create Report + Add administrator

API

Step 3b: Select the user that was created in the previous steps as admin and assign
read-only admin role and click on “Save Changes”.

Custommizations v
+ Back 1o ASministraion overdiew
Apphcutions o4
— . Administrator assignment by admin 0 v
—_ o
Healthingight
Select admin
Autrmnlicaton Tadt Comrection (IBSloanne BomSgmsl com | -
AusranBeanon Pobcies
P — Complete the assignment
Create ok assigrements by seleciing nokes and nesource sets thalk you want (o constraie e given admin 1o
ldentity Providens @ This role cannal be fuither constrsined and wil be scte for The
i
fhh»qn'.n.‘ Ak DCMGn
Hetworks I
R
Diviza Asswranie Fonact-gniy Administrator - Pk "
Poboas

Diwiz i WIEGIALGAE

Agmiristraion

A

20

Guidelines



Step 4: Add the service admin account that was created in the previous steps to a specific group that
will be used to set the policies to By-pass MFA and set authentication policies to authenticate using
LDAP instead. This allows this special user to authenticate against the LDAP data. Once the group

is created, it can be called anything memorable, the name below is LDAP Admin, it is time to add the
user that was created in the above steps added to the just created group. Even though it says to Assign
People to the group, in this case the “person” that will be assigned is the user that was created earlier.
Choose the username you just created and add it to the group, then click on Assign people.

Dashboard v < Back to Groups
Directory ~ O LDAP Admin Actions v
People Created: 12/3/2024 ) Last modified: 12/3/2024 View logs
Groups
Devices People  Applications  Profile  Directories  Admin roles

Profile Editor

People

Directory Integrations
. . v Assign people

Profile Sources

| o

Advanced search v

Customizations v
Showing 10f 0 @

Applications v
Person & username Status

Security v Test Connection Active 53
testconnection@gmail.com

Workflow v

Reports v

Settings v

Step 5: Once the user has been assigned to the group, the next step is to create a rule in
Authentication policies. Go to the Main Menu and choose “Security”, then “Authentication Policies”.
Once in the Authentication Policies screen, click on “Add rule”.

« Back to all Authentication Policies

Dashboard v
Bl—pass MFA Actions v 8 Documentation
Directory v
Rules (1) Applications (0)
Customizations ~
Applications v
Security ~
Priority  Rule Status Actions

General

Healthinsight 1 Catch-all Rule ENABLED ‘ Actions v ‘

Authenticators IF Any request THEN  Access: Allowed with any 2 factor types

Authentication Policies Your org's authenticators that satisfy this requirement:

Knowledge / Biometric factor types
Global Session Policy wledge / Bi i yp

Password or Okta Verify - FastPass' or Okta Verify - Push’
Profile Enroliment

Identity Providers
Additional factor types

Delegated Authentication
Okta Verify - FastPass' or Okta Verify - Push' or Okta Verify - TOTP

Networks " ’ . . .
Authenticator that may satisfy multiple factor requirements

Device Assurance Your org allows users to verify their identity with a knowledge factor (Password)

Policies before the possession factor. To change this, protect against password-based
attacks in Security > General (3

Device Integrations

ion factor ints: Require user
Administrators Authentication methods: Disallow specific authentication methods
Re-authentication frequency is: Every 12 hours
API
Workflow »
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Step 6: In the Add rule screen, name the rule (suggestion: MFA By-Pass, but it can be anything
that can help remember what it is for) then select and add the specific LDAP admin group created
previously and select password so that the user must authenticate with a password and click on Save.

Add Rule

Eugap rusmep

P Lnars user typs in

ARD Liner s rowp mammbanbep noude

AND Lhent

AND Cwrvice vios s

AND Cwwce pisiforn in

AND e P

AND T folowng cukom erstreon o L

THEM Acceia s

AND  Lhesr rend wsthesticaie with

Wihen ko proempd for suStenbication:

"

gk bor mrante san

¥ all ol e condiion are Sus, T suferBcation witings beiow wil spply. Sifermine, Sl will maets he cest s

By T4 bR

ey i Lyge

|-.Mwwdwlmﬂ-n

EHLDAP Begrmin

Ang none of the ligwing groups

i b rsupa (2

Ay i

Oty
Heguiene

Swtup Juin verly 34 Auhenscai (2
vy piniform

Ay B

P
Tren 3 @n opfonal sdverced reltng 1 oo sxprriaas. o tormal bed o e Ty o

COPARCTE el 1) CORARS, o] Blsrved [T Pl PPy Fo (VUMY By Tl

Erormucn lnguags netsencs

Driruad
1 Abpwes sl uicessi sarestanon

= ]

Yo srg # that satisfy 1hy

Lvan wheen, an, actien Juis giohal seasion |50 semaion] amins lor & snar, you can define e i sitenicaion neguemeni durng

AN Bgn T T ST B e T ndediedl S04 8 PR Dy #4800 80D

Q) Doyt e sigrms in b3 rwscures
Thn b I freril s oprtam
PR I Doy T 8 S T O THToR S0 Tk S Sl 12 10
B RS pronecied By T Bt TR ot passn
Whan an Cila giobel uewson dosan't exat

F th bl dwien eral, alow T uise b isthesirts sleelly Beough

]
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Step 7: Create a rule in Global Session Policy by choosing that dropdown in the Main Menu
under Security. Once in that screen choose “Add policy”, then “Add rule”.

Dashboard v
N .
Directory . Global Session Policy Documentation
Use this policy to set the user session length so that users can switch between apps with ease. You may also apply
Customizations v blocking rules to your entire org, or require an org-wide Password or 2FA. For flexibility and control, use Authentication
Policies to define authentication requirements for specific applications.
Applications v
Security ~
General P
1  Default Polic: .
Y Default Policy
Healthinsight
Description The default policy applies in all situations if no other policy
Authenticators applies.
Authentication Policies Assigned to groups $&Everyone

Global Session Policy

Profile Enroliment

Identity Providers Priority  Rule name Access Status Actions

1 Default Rule Allowed Active P ’
Delegated Authentication )

Networks

Device Assurance
Policies
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Follow the steps in the Edit Rule screen. Name the rule and add the admin service user to
exclude users list and keep authenticate via LDAP interface and keep everything else as
default. Once everything has been added as shown, click “Update rule”.

Edit Rule

Rule name

Exclude users

Policy settings

IF User'sIPis

AND Identity provider is

AND  Authenticates via

THEN Access is

Establish the user session with

Multifactor authentication (MFA) is

Okta global session management

[ LDAP Authenntication] ]

[Test o] { i om) x

Anywhere -

Manage configuration for Networks

Any -
LDAP interface v
Allowed v

Any factor used to meet the Authentication Policy requirements @

© Apassword @

An IdP claim will satisfy either of these options. The Authentication Palicy
determines the authentication requirement for a request.

© Not required
Required
You can use the Authentication Policy to define multifactor requirements

and characteristics of the allowed authenticators.

= Custom integrations that use the Okta Classic APls are
affected by this setting. Learn more

« Verify that multifactor authentication for your key
applications is turned on. Learn more

The Okta global session is also referred to as the Okta IdP session or Single Sign-on (SS0) session.

Maximum Okta global session lifetime

Maximum Okta global session idle time

Okta global session cookies persist across
browser sessions

© Notime limit

Set time limit (Recommended)
Setting a maximum session lifetime reduces the risk of session cookie
misuse or hijacking. Global sessions will expire even if no maximum idle time
is set.

12 Hours v

A global session will expire when the user is inactive for the specified
amount of time, regardless of the maximum global session lifetime.

Disable (Recommended)

If Enable is selected: when a user reopens their browser, and their session
is still active, they won't be asked to sign in again. Learn more

Cancel
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Step 8: Create a rule in Authenticators. Choose “Authenticators” under Security as
shown. Under the Enrollment tab, choose “Add a policy”, then “Add rule”.

Dashboard

Directary

Customizations

Applications

Security
General
Healthlnsight
Authentication Policies
Global Session Policy
Profile Enroliment
Identity Providers
Delegated Authentication
Matworks

Device Assurance
Policies

Device Infegralions
Administrators
AP

Warkilaw

Reparts

Sattings

Authenticators

OIE Upgrade Change

is evaluated

EH Documentation

Users may be requined to enroll in emad or security question. Additionally, users may be given an option to enroll in Phone or Okta Verify,
aven if thay were selectad as optional or disabled in the enrcliment policy, because of password palicy configurations.

See more: enroliment and password policy relationship £3

Manage authenticator avalability and enroliment

A policy anrolls an authenticater based on the Tollowing configuration;

» Required: |f users aren't enrolled, they will be promgpted when they Sign in.
= Optional: Users may enroll anytime they choose or when prompted if enroliment is required by an authentication policy or password policy.
= Disabled: Mot aliowed to be used for sign in. Users will only be prompted 1o enroll if required by other policies, such as password policies.

1 Default Policy

Default Policy

Description
Assigned to groups

Authenticators

® Active Actions v

The default pokcy applies in all situations if no other policy
applies.

© Everyone
Required
5. Password

Optional

& Oxta verity

Disabled View -~

Step 9: Under Add a Rule, create a rule name (suggestion: MFA By-Pass, but it can be

anything that can help remember what it is for) and exclude the users as shown. Follow

what is shown in the screen shot, then click on “Create rule”.

Add Rule

ule pama.

By-Pass MFA

Exclude users

Test Connection (testconnection@gmail.com) x I

IF User'sIPis

THEN Enroliment is

Anywhere

Manage configuration for Networks

O Allowed if required authenticators are missing

Deny enroliment of SSO authenticators
() Deny enroliment of all authenticators

Cancel
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Step 10: The final step is to test and verify the authentication for LDAP interface is working correctly by
executing the following Idapsearch, which prompts for the user password of the service account and once
authenticated will return the user and group details. More information on how to use the LDAP search
function with OKTA can be found at Verify a Connection to the Okta LDAP Interface.

FQDN, Bind DN, Bind password, Base DN and Domain name are dependent on the LDAP tenant.
« Users in Okta instances must have a displayName attribute

- Username login attribute is set to email

+ Allow up to 30 mins to sync

For more details and help with identifying the required attributes:
https://help.okta.com/en-us/content/topics/directory/ldap-interface-connection-settings.htm

Here is the general search command format for testing if the authentication rules work correctly:

Idapsearch -H ldaps://[subdomain].ldap.okta.com:636 -D “uid=[user@domain.
com],ou=users,dc=[subdomain],dc=okta,dc=com” -W -b dc=[subdomain],dc=0okta,dc=com

To test the function the command will need to replace the following variables with the real values.

uid=[user@domain.com] -- this would be the user id of the user that was created above in Step 3
dc=[subdomain] -- This would be the unique domain for the organization.

Below is an example of what the LDAP search command would look like for a UID of testconnection@gmail.
com and a domain of trial-5115266.

Idapsearch -H Idaps://trial-5115266.ldap.okta.com:636 -D “uid=testconnection@gmail.com,ou=users,dc=trial-
5115266,dc=0okta,dc=com” -W -b dc=trial-5115266,dc=0okta,dc=com

mohtadmPCOTIHWVYIW ~ % ldapsearch -H ldaps://trial-5115266.1dap.okta.com:£36 -D "uid=testcennectionPgmail.com,oususers,de=trial-5115266,dec=okta,de=com® -W -b dc=trial-5115266,dc=okta,dcscom
Enter LDAP Password:

# extended LDIF

#

# LDAPv3

# base <de=trial-5115244,de=okta,dc=com> with scope subtree
# filter: (objectclass=*)

# requesting: ALL

#

# trial-5115266.0kta.com

dn: decstrial=5115266,dc=ckta,dc=com
de: trial-5115266

objectClass: tep

objectClass: domain

# users, trial-5115266.0kta.com

dn: oususers,dc=trial-5115266, dc=okta,dc=com
oul users

objectClass: top

objectClass: organizationalUnit

# groups, trial-5115266.ckta.com

dn: ou=groups,dc=trial-5115266,dc=ckta, dc=com
out groups

objectClass: top

objectClass: organizationalunit
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Once the LDAP interface has been verified with Idapsearch for Okta, the integration with
Trusted Connection will work correctly. Group and user attributes are the same for any
Okta LDAP interface shown below:

LDAP Interface

Only select if your identity provider supports it.

@ Yes () No
Server Address Type * Server Address *
[ FQDN v ] trial-5115266.Idap.okta.com l
VPN name * Port*
testpry78382b-Enterprise v ] I 636 l
BindDN* Bind password *
uid=testconnection@gmail.com,dc=trial-51152 ] I EITITITI l
Domain name * BaseDN*
okta ] I de=trial-5115266,dc=okta,dc=com l
Group Object Class * Group Name *
[ groupofUniqueNames ] ch l
Group Member * User Object Class *
[ memberOf ] inetOrgPerson l
Username *
uid ]

enablessL (@D

SSLmode *

[ LDAPS ~ ]

CAcertificate

default v ] ( +Add nsw)

This allows users to verify the connectivity and authentication settings with an LDAP server effortlessly. LDAP is
widely used for accessing and managing directory information services over a network.

Test Connection

n cance'
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Ping Identity Integration for SAML Authentication

The following steps demonstrate how to integrate Trusted Connection with the Ping
Identity, for SAML Authentication.

You will need to set up two browser windows. One into your Ping Identity portal and
the second into the Verizon Trusted Connection portal. Perform the following steps
from within the Ping Identity potral.

Step 1: After logging into the Ping Portal, create an application in Ping by selecting
Applications, enter Application Name (as Verizon Trusted Connection), select SAML
and click on “Configure”.

Pingldentity. A trial_verizon_691301563 > Administrators ~ @ ® Explore ~ 2
- B Add Application &

T Applications @

Overview Q_ Search (Wi Application Name *

Monitoring Verizon Trusted Connection

4 Applications by Application Name ~
= Directory N ) Description
M PingOne Admin Console
Applications 1D: 0fe193c4-18e6-4c86-9ac8-bd2br9187162 Verizon Zero Trust Network based Security
Applications PingOne Application Portal
1D: 9b6a15c8-9add-41db-9ba7-4a0972c16d10 4

Application Catalog

M PingOne Self-Service - MyAccount Icon

Resources
ID: 452¢2€95-2ad0-4777-91¢0-4162e379dd4c

Application Portal

Max Size 1.0 MB

S e
Authentication Application Type (_Show Details )

@  Seect an option below or view the Application Catalog to use a templated integration. f you canit
find what you need in the catalog, consider SAML or OIDC to get started
Integrations.

User Experience
© sAMLApplication & 0IDC Web App O Native

Settings

[ single-Page Worker (L4 Device Authorization
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For the next step, you will need to open a browser for Trusted Connection at
trustedconnection.verizon.com.

Step 2: Navigated to Set up user identity from the setup wizard or the Trusted
Connection menu system as shown below:

Accessing user identity via the set up wizard

3 Let’s set up your account!

Please follow these steps to finish your initial setup.

Set up user identity

By authenticating via LDAP or
SAML authentication type

Authenticationmethod Identity type Define settings e ) e m—

| Authentication type - SAML —

LDAP © @ samL ©®
active directory service provider

a Let’s add the user(s) 1
O o 2 © 2

| identity type-EntralD _
L
oktae WPingldentity. ©
Software locate Identity and
organization's data. securely manages and protects digital

View setup Instructions identities.

Others ©
Adatabase and set of services that runs on

Microsoft Windows server m

Microsoft
© Dme'©
‘Secures and manages identities for hybrid

‘and multi-cloud environments, using an
identity and access management solution.

Step 3: Enter the ACS url, Gateway urls, Entity ID from Trusted Connection and click on
“Save”. These values will be found in the Trusted Connection Portal as shown below.

@ Add Application X
) LbAP (D @ samL @
: . Extract users and groups from corporate Extract users and groups using SAML
SAML Configuration active directory service provider

Provide Application Metadata

O Import Metadata (O Import From URL | @ Manually Enter

ACS URLs *

| Identity type - Ping Identity -

okta o © [WPingldentity. ®

ps: m

Software protocol allows users to locate Identity and access management software

https:/ATLCGABX-VR-PNF.securegateway.verizon....

organization's data. securely manages and protects digital
View setup instructions identities.

| https:/LSANGAKV-VR-PNF.securegateway.verizon....

+Add Microsoft 7 () Others O

Entity ID * e A database and set of services that runs on
Secures and manages identities for hybrid

) " Microsoft Windows server
us- and multi-cloud environments, using an

identity and access management solution.

| Define settings (Ping Identity) =

Region ACS URL

Gateway ACS URL
https://ATLCGABX-VR-PNF. @
https://LSANCAKV-VR-PNF. i i D

Service provider entity ID

Copy and paste the values into the Ping screen, then click “Save”.

29



Guidelines

Step 4: Once the new SAML application is created and configured,
a) Activate the new application by moving the slider to the right on top as shown below.
b) Go to attribute Mappings and click on the pencil

TestConnection :
i ID: feafd751-066f-4a19-Bide-76739dfb5776 () = X

Overview Configuration | Attribute Mappings Policies Access

These mappings associate PingOne user attributes to SAML or OIDC attributes in the application. See Mapping attributes. 0

A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

TestConnection PingOne

saml_subject User ID Required

Step 5: Click on “+Add” as shown below and enter Attribute name as groupname and
select “Group Names” from PingOne Mappings drop down. Click “Save”.

[l TestConnection > Edit Attribute Mappings X

A If this Application is accessible by users from more than one External IdF, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Attribute Mapping ( +add )
Attributes PingOne Mappings Required
saml_subject User ID - % i
groupname Group Names| - W i D i
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Step 6: Click on Access in the application and then click on the pencil icon to add groups to
the application.

.Ping|dent|{y A trial_verizon_691301563 Administrators ~ (©4 ® Explore ~ 2 %
o ~ Verizon Trusted Connection
© Getting Started App"cat'ons e i 1D: 9956a5f2-0541-4a3a-9aad-f005d4e75fd6 () X
@ Overview Q, Search Overview Configuration Attribute Mappings Policies | Access
4~ Monitoring o o -
4 Applications by Application Name ~ These user groups can access the application. See Groups
Directory o 7
PingOne Admin Console App ion Portal play
Applications I4 ID: 0fe193c4-18e6-4c86-9ac8-bd2bf9r87162 Shown
Applications Pi PingOne Application Portal ) _
B 10: 9p6a15c8-9ada-41ab-9ba7-4a0972c16a10 = Group Membership Policy

Application Catalog

Frs, PingOne Self-Service - MyAccount A%» TC_Finance
ID: 452c2e95-2ad0-4777-91c0-4162e379dd4c

Application Portal
Verizon Trusted Connection
ID: 9956a512-0541-4a3a-9aad-f005d4e751d6

-Pingldenhw # trial_verizon_691301563 Administrators « @ ® Explore - 2
H 7 Verizon Trusted Connection » Edit Access 3
Getting Started App"catlons o i
Overview P e
Q S h (= Fiter )
earc =) Application Portal Display 7

Monitoring P e T Display this application in the Application Portal
Directory

PingOne Admin Console .
Applications ID: 0fe193c4-18e6-4c86-9acs-bd2bi3f37 162 Admin Only Access &

[0 Must have admin role

Applications PingOne Application Portal

ID: 9b6a15c8-9add-41db-9ba7-4a0972c16d10
Application Catalog Group Membership Policy
e PingOne Self-Service - MyAccount Groups can be added to control user access to the application. All users have access when no groups are

ID: 452¢295-2ad0-4777-91c0-4162e379dd4c listed. The following selections determine groups that have access to the application.
Application Portal

Verizon Trusted Connection

| ID: 9956a52-0541-4a3a-9aad-f005d4e751d6 Q. Search

Authentication @® User is a member of any applied group

O User must be a member of all applied groups

Integrations

User Experience

Settings s%» TC_Finance

28 TC_Human Resources
28 TC_Information Technology O
a8 TC_Marketing O

m Gancel
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Step 8: Copy the Ping Single Signon Service URL and Issuer ID URLs into the Trusted
Connection Single Sign-on URL and Identity provider entity ID, respectively, download the
Ping Signon certificate and upload into TrustedConnection using the “+Add new” button.
Specify the Group attribute as “groupname”. Press the “Save” button.

TestConnection .
B eara751 06t 4a19-61ce-7673901b5776 @ : x http: i . I_D
Service provider entity ID
Overvew Attibute Mappings  Policies  Access 0
Configuration details for a SAML application. o
Gateway ACS URL
Connection Details https://ATLCGABX-VR-PNF. i i L @

Download Signing Certificate

Single Sign-onURL* @

Issuer ID
= prngene: Ae1204 fa @ https://auth 4ot fa/sami20/idp/sso
Mipeimampogeoe Identity provider entity ID * ®
https://auth. pingone. 3c-4e12-94 549971 o

htps://auth 4 4e12-942, fa

Single Signon Service
pingone. 4-ac3c-4e12-94 o

Identity provider certificate * ®

IDP Metadata URL ‘/ \Add \‘
v new

https: pingone. 3c-4212-94 b fa/sam 7510 o pingert N )
66f-4a19-8fde-76739dfb5776

Group attribute ®
Initiate Single Sign-On URL
https://auth.pingone.co 3c-4e12-94 i 7spl o groupname |
yld=https://us-r verizon

LDAP Interface

Only select if your identity provider supports it

) Yes @ No

Save Cancel

Step 9: Once all the above steps have been completed, go back to the Trusted Connection
Setup Wizard to complete the onboarding process.

Finally, you must create User Groups in Trusted Connection that match the identical User
Groups in Entra ID. Navigate the Management > Users on the left side of the screen. Select
“User Groups” and press the “(+) Add new group” button to add your groups, one at a time.

= verizon Company:8806815 @ € # @

business

) e User groups

%) Management

Web security

Users

e (=) el

Users

Secure agent

Network tunnel

=) Quicklinks

L5 Monitoring
Htoms perpage:| 10 ¥

Add new user group

oo

I Marketing I

Deserption Osti

[ Marketing team

Cancel
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Windows AD/OpenLDAP integration for LDAP authentication

The OpenLDAP Software suite includes:

 lloadd - stand-alone LDAP Load Balancer Daemon (server or slapd module)

« slapd - stand-alone LDAP daemon (server)

- libraries implementing the LDAP protocol, and utilities, tools, and sample clients.
These directions can be used with Trusted Connection for integrating with any LDAP
based IDM service. For organizations using Windows Active Directory (for Microsoft

EntralD see the directions above) or other LDAP based system, these directions will
point in the right direction.

Step 1: Make sure the LDAP is open on port 636.
Step 2: The following User attributes in LDAP are mandatory - mail, displayName,
firstName, LastName, username.

To configure LDAP authentication in Trusted connection, use the attributes listed below.
Note that the actual values will vary depending on the LDAP server.

As an example, if the Idap service has the following FQDN: Idapsecure.example.com
then the attributes would be as follows:

+ Bind DN: cn=Admin,cn=user,dc=Idapsecure,dc=example,dc=com admin password
should match the same in LDAP.

- Domain name: example.com

- Base DN:dc=example,dc=com

« Group Object Class: top

« Group Name: cn

e Group Member: memberOf

« User Object Class: organizationalPerson

« Username: mail/uid (similar to the value in LDAP)

Server Address Type * Server Address *
{ FQDN v ] [ bh-ldap.arcam.com }
VPN name * Port *

testpr778111a-Enterprise v J [ 636 }
Bind DN * Bind password *

cn=Administrator,cn=users,dc=bh-ldap,dc=arc

Domain name * Base DN *

arcam.com ] cn=users,dc=bh-ldap,dc=arcam,dc=com }

Group Object Class * Group Name *

| [ |

Group Member * User Object Class *

[ memberof ] organizationalPerson }

Username *

E |
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Group attributes should be the default values in most of the case, except if the LDAP
administrator wants to make changes to any other specific variable. Once the values
have been entered into the Trusted Connection portal, save the configuration. It will take
up to 30 mins for the sync with the Trusted Connection gateways to complete.

Enable SSL with LDAPS and select certificate as default from dropdown for encrypted
connection.

EnablessL (@D

SSL mode *

‘ LDAPS e ’

CA certificate *

e 3

This allows users to verify the connectivity and authentication settings with an LDAP server effortlessly. LDAP is
widely used for accessing and managing directory information services over a network.

Test Connection
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Appendix

LDAP and SAML explained

Trusted Connection leverages an organization’s own ldentity Management Platform (IDM).
These systems typically use SAML and LDAP for their authentication protocols, as they are
commonly used protocols for the access control and management of large groups of users.
Each of these protocols serve somewhat different purposes, so it is helpful to understand
how they work and the differences between them.

Lightweight Directory Access Protocol (LDAP)*

Lightweight directory access protocol (LDAP) is a highly flexible, configurable, open-
standard, vendor-agnostic distributed database protocol that can be used for a variety
of applications that require keeping track of a large group of objects or users across a
WAN network. LDAP has been around as a standard since 2003. It is commonly used for
centralizing the management and control of users by verifying users’ identities and then
giving appropriate access to servers, applications, and even devices. This access control
is often referred to as Role Based Access Control (RBAC).

After installing an LDAP client on a user device, it uses the transmission control protocol/
internet protocol (TCP/IP) to communicate with a set of distributed directories on the network
to access a resource such as an email server, printer, application, data set, or pretty much
anything else that a user wants to connect to. Since LDAP also can be used as a secure
authenticator, the protocol is often used to verify credentials stored in a dictionary service,
such as Active Directory. When an access request is initiated by a user to an LDAP server,
the protocol evaluates whether the credential data matches information stored in the
directory and if that user is authorized to access that particular resource. LDAP is used

by many IDM services, such as EntralD, Okta, and many others.

How LDAP works

IT Infrastructure Services

/ iR a8
ﬁ -"ﬂ 5\ Email servers Authorization
— 0 =
= o — \
Business LDAP _= ®
Applications Directory @ —
user accounts License management
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Security Assertion Markup Language (SAML)*

Security assertion markup language (SAML) is an open-source protocol used to facilitate
communication between a user, identity provider, and application. SAML can support virtual
private network (VPN), Wi-Fi, and web application services to establish a secure connection,
making it useful for cloud-based servers and applications, by allowing users to quickly set up
secure connections to their applications over an insecure network.

Developed as an Open Source project launched in November 2002, SAML simplifies the
authentication process by exchanging information between an identity provider and a service
provider (SP). To do this, a user requests to connect to a service from a service provider or
application, which must then request authentication from the identity provider: SAML can be
used to streamline this communication by only requiring users to log in once with a single

set of credentials, which can make it easier and simpler for end users, who no longer have

to reauthenticate every time they connect to the application. When the same credentials and
authentication is applied to access multiple services with just one login, SAML can be used to
enable single sign-on (SSO) verification.

Security Assertion Markup Language (SAML) Authentication Process

E Credentials sent for verification
g ! <
<

Active Directory/User

Login Screen

User enters
Credentials

Display login page 1 7

Request access to resource Users receives Access
1o Resource

Data Base

2 A\

Unauthenticated requests are redirected to SAML Idp with SAML request

Sends verification Status

SAML identity provider sends SAML response

A4

SAML Identity Provider 6 Service Provider

SAML versus LDAP

Both SAML and LDAP are similar in their purposes, which is to give users access to organizational
resources through secure authentication. They each do this by establishing communication
between an IDM that manages and stores the user information and a device, server, or SP (to
perform a function). Uniquely, LDAP has the ability to also serve as the repository

for the user records.

Another similarity is that both protocols can facilitate SSO verification depending on the
configuration of the directory service. However, while both have the capability to authorize

and manage access and authenticate the users are the correct entities and are used for
authentication and authorization, neither of these services are used for operational accounting.
In other words, the protocols will help verify, add, or reject users but not actually track their
activities once the connection to the applications has been established.
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