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Summary
Managed Configuration is a methodology for MDM to provide application settings to a device when it installs the 
application.

• These settings can be used to pre-fill dialogs with logon information or set flags which control the application 
behavior.

• The 4 operating systems supported by Trusted Connection, iOS, macOS, Android and Windows, all support this 
methodology, although in different ways.

• These settings are applied when the Trusted Connection application is assigned to a Group, which allows for 
different settings applied to different groups.

• Verizon MDM Managed Configuration supports the use of replacement tokens. This feature allows an admin to set a 
setting value once, and reference that value in multiple configurations.



4

iOS and macOS

iOS and macOS work the same way regarding Managed Configuration.

• An Apple format plist xml file is used to specify the settings.

Trusted Connection All Settings plist

The following plist contains all the supported settings.

<?xml version=”1.0” encoding=”UTF-8”?>

<!DOCTYPE plist PUBLIC “-//Apple//DTD PLIST 1.0//EN” “https://www.apple.com/DTDs/PropertyList-1.0.dtd”>

<plist version=”1.0”>

 <dict>

  <key>fqdn</key>

  <string>car01.safe.redvl.com</string>

  <key>enterprise_name</key>

  <string>mdm-ts010438a</string>

  <key>user_id</key>

  <string>emily.acmecorp89@gmail.com</string>

  <key>device_id</key>

  <string>%DeviceSysID%</string>

  <key>managed_device</key>

  <true/>

 </dict>

</plist>

Trusted Connection All Settings plist

The following plist contains all the supported settings.

<?xml version=”1.0” encoding=”UTF-8”?>

<!DOCTYPE plist PUBLIC “-//Apple//DTD PLIST 1.0//EN” “https://www.apple.com/DTDs/PropertyList-1.0.dtd”>

<plist version=”1.0”>

 <dict>

  <key>fqdn</key>

  <string>car01.safe.redvl.com</string>

  <key>enterprise_name</key>

  <string>mdm-ts010438a</string>

  <key>managed_device</key>

  <true/>

 </dict>

</plist>
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Verizon MDM Portal Applying Trusted Connection Managed Configuration
When we assign the Trusted Connection iOS application to a Group in the Verizon MDM portal, we can specify the 
Managed Configuration plist. 

• The plist is added when the application is assigned to a Group
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Android

For Android, the Google Play Store provides the Managed Configuration settings schema for all apps which support 
managed configuration..

• The Verizon MDM portal reads this schema from Google Play and uses it to dynamically generate a UI dialog to 
enter the settings, without requiring the creation of a json settings file.

• The Verizon MDM portal also supports importing a json file containing the managed configuration settings.

Trusted Connection All Settings JSON

The following json contains all the supported settings.

{

  “managedProperty”: [

    {

      “valueString”: “car01.safe.redvl.com”,

      “key”: “fqdn”

    },

    {

      “valueString”: “mdm-ts040138a”,

      “key”: “enterprise_name”

    },

    {

      “valueString”: “emily.acmecorp89@gmail.com”,

      “key”: “user”

    },

    {

      “valueString”: “%DeviceSysID%”,

      “key”: “device_id”

    },

    {

      “valueBool”: true,

      “key”: “managed_device”

    }

  ]

}
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Trusted Connection Current Settings JSON

The following json contains the settings which we are currently using.

{

  “managedProperty”: [

    {

      “valueString”: “car01.safe.redvl.com”,

      “key”: “fqdn”

    },

    {

      “valueString”: “mdm-ts040138a”,

      “key”: “enterprise_name”

    },

    {

      “valueBool”: true,

      “key”: “managed_device”

    }

  ]

}
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Verizon MDM Portal Applying Trusted Connection Managed Configuration
When we assign the Trusted Connection Android application to a Group in the Verizon MDM portal, we can specify 
the Managed Configuration settings.

• The settings are added when the application is assigned to a Group.

• The settings can be entered into the Managed Configuration dialog or imported from a json file.

NOT “Managed Device” setting is not shown in the dialog below. The current application version in the Google Play 
Store (7.5.17) does not support this setting, therefore it was not included in the schema which the Verizon MDM portal 
read from Google Play.
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Windows

For Windows, the Managed Configuration settings are added to the MSI installation command line.

• Windows MDM requires MSI installations to run silently.

• The following command line must be used to run the installer silently and specify the managed configuration 
settings.

Windows MSI Install Command Line All Settings

The following command line contains all the supported settings.

/qn WRAPPED_ARGUMENTS=”/verysilent EnterpriseName=mdm-ts010438a HostName=car01.safe.redvl.com 
UserId=emily.acmecorp89@gmail.com”

Windows MSI Install Command Line Current Settings

The following command line contains the settings which we are currently using.

/qn WRAPPED_ARGUMENTS=”/verysilent EnterpriseName=mdm-ts010438a HostName=car01.safe.redvl.com”
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Verizon MDM Portal Applying Trusted Connection Managed Configuration

When we create the Trusted Connection Windows application policy, we specify the command line used 
to run the installer.
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